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Abstract. Blockchain systems often rely on rationality assumptions for
their security, expecting that nodes are motivated to maximize their
profits. These systems thus design their protocols to incentivize nodes to
execute the honest protocol but fail to consider out-of-band collusion. Ex-
isting works analyzing rationality assumptions are limited in their scope,
either by focusing on a specific protocol or relying on non-existing finan-
cial instruments. We propose a general rational attack on rationality by
leveraging an external channel that incentivizes nodes to collude against
the honest protocol. Our approach involves an attacker creating an out-
of-band bribery smart contract to motivate nodes to double-spend their
transactions in exchange for shares in the attacker’s profits. We provide
a game theory model to prove that any rational node is incentivized
to follow the malicious protocol. We discuss our approach to attacking
the Bitcoin and Ethereum blockchains, demonstrating that irrational be-
havior can be rational in real-world blockchain systems when analyzing
rationality in a larger ecosystem. We conclude that rational assumptions
only appear to make the system more secure and offer a false sense of
security under the flawed analysis.

1 Introduction

Blockchain systems often rely on rationality assumptions to ensure their secu-
rity by providing financial incentives for adhering to the honest protocol. For
example, in Proof-of-Work, miners are incentivized to work on the longest chain
as it increases their expected chances of having their blocks accepted in the
blockchain. Similarly, in Proof-of-Stake, such as the one recently adopted by
Ethereum [4], validators are disincentivized from malicious behavior, such as
signing two blocks with the same height, due to the loss of part of their deposits.
These incentive mechanisms seem to secure these systems as any entity deviating
from the honest protocol would have a lower or negative expected return.
However, as many previous works demonstrated [6, 12, 1,8, 5, 10], those mech-
anisms might not be incentive-compatible, i.e., there exists a more profitable
alternative strategy that deviates from the honest protocol. For instance, selfish
mining is a strategy to increase miners’ expected return by deviating from the
longest-chain rule expected by the Bitcoin mining protocol [6]. Whale attacks
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incentivize miners to fork the chain to include an off-the-blockchain transaction
with a substantial transaction fee [12].

Whereas those previous works focus on specific protocols within individual
blockchain systems, we question the incentive mechanism at a meta-level: Are
those blockchain systems rely on rationality assumptions secure in general? We
try to answer this research question by considering attacks beyond their ecosys-
tem taking into account the broader influences of the outside world on the sys-
tem. What is considered irrational behavior within their ecosystem might be
rational when analyzing rationality in the context of a larger ecosystem.

We demonstrate that rationality assumptions can be defeated by attacks
driven by rationality. Specifically, an attacker creates an out-of-band bribery
smart contract that incentivizes nodes to double-spend the attacker’s transac-
tions. In return, the attacker can then share the profits from the double-spending
with colluded consensus nodes, offering a financial incentive for them to commit
the attack in the first place.

A closely related work by Ford and Bohme [7] also offer a general rational
attack on rationality. However, their attack method relies on financial instru-
ments that are either non-existent or not well-established in the cryptocurrency
markets. We, on the other hand, eliminate the need for non-existent financial
instruments and significantly relaxes the requirements to launch the attack.

To prove that out-of-band collusion breaks blockchain systems’ rationality
assumptions, we propose a game theory model and use it to analyze a blockchain
system before and after launching our attack. We find that in the absence of the
attack, following the honest protocol is a strict Nash equilibrium that discourages
nodes from deviating; however, in the presence of our attack, the honest protocol
becomes a weakly dominated strategy. In particular, we identify a finite sequence
of deviations from the honest protocol where each deviating node obtains at least
the same reward as before the deviation. This sequence ultimately leads to a state
where all the nodes follow our attack. Furthermore, we prove that following our
attack is a strict Nash equilibrium, thus disincentivizing further deviation.

We provide an outline of the steps required to break the longest-chain rule in
Bitcoin and the deposit-slashing protocol in Ethereum. Our work implies that
rationality assumptions only appear to make the system more secure and provide
a false sense of security.

2 Assumptions Underlying the Attack

This section introduces the following assumptions for our attack model:

Assumption 1: We consider the target system S to be an open financial pay-
ment network operating on blockchain rails, where any client can initiate a trans-
action. S is maintained by a set of rational nodes N' = {1,2,...,n} who seek
to maximize their profits. We assume that each node, ¢ € N, has the power of
vj, i.e., the voting power to decide the next block in the blockchain system. For
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example, the voting power in a Proof-of-Work blockchain is the nodes’ compu-
tational power and the voting power in a Proof-of-Stake blockchain is nodes’
stake amount, whereas the voting power in a practical Byzantine Fault Tol-
erance(PBFT) blockchain is the existence of an approved node. We normalize
the power distribution such that the sum of all the nodes’ power is equal to 1:
> i, v; = 1. For simplicity, we assume that the number of nodes and their power
distribution remains constant; however, our model also applies to the dynamic
number of nodes with smooth power changes.

Assumption 2: We assume the existence of an open system S’ that supports
smart contracts and has access to a perfect oracle mechanism O that can access
real-time state information on S without manipulation. To avoid S’ and O being
attacked by the same rational attack, we assume that S’ and O do not rely on
any rationality assumption, and their security assumptions hold. For example,
S’ could be a PBFT-styled blockchain, where at most f of 3f + 1 nodes can fail
or misbehave, and O can solely rely on trusted hardware [3| to provide truthful
information from S.

Assumption 3: The system S leverages, in some fashion, rationality assump-
tions to incentivize nodes to follow the S-defined honest protocol Pp. Mathe-
matically, we assume there is a well-known power threshold ¢ such that, within
a time period, if N}, C N with )7\ v; >t follows the honest protocol P, for
i € N}, expects to receive a reward of Ry, ; > 0, and for ¢ ¢ N}, expects to obtain
a reward Rq,;. We assume that Vi € N, Rg,; < Rpi. Ra,i can be negative, i.e.,
a node receives punishment for deviating from Pj.

Assumption 4: We assume the existence of a malicious protocol P,, that differs
from the expected behavior such that, within the same time period, if N,,, C N
with .o N, Ui > t follows the malicious protocol Pp,, for i € N, can expect
to receive a reward of R,,;, and for i ¢ N, can expect to obtain a reward of
Ra i- We assume that Vi € N, Rg i < R and Ry,; > Rp,; as the malicious
protocol is only worthwhile for attackers if it provides them with greater rewards.
In Section 5.1, we show that there always exists a malicious protocol capable
of double-spending attacks to satisfy this assumption in real-world blockchain
systems.

Assumption 5: We assume that the underlying consensus requires ¢ > % to

avoid nodes split into two independent functional subsets. We also assume that
no single node can abuse the system, meaning that Vi € A/, v; < t. For simplicity,
we assume that if neither P, nor P,, has enough nodes to execute, S loses
liveness, and nobody gets any reward.
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Algorithm 1: Bribery smart contract to incentivize collusion

Init Upon creating the bribery smart contract:
Set T. as the expiration time

Set P, as the malicious protocol

Deposit D,, by the magnate

N — @

order < Py

Commit Upon receiving node i’s commitment request:
N = N U
Deposit D; by 4

Attack Upon ZiENm v; >t
| order < P

Distribute Upon receiving the request from i € Ny, for the first time:
if Attack is successful and i has executed Py, then
| Distribute v;D,n, + D; to ¢
end

if Attack is not successful and Tnow > Te then
| Distribute D; to ¢

end

3 Rational Attack on Rationality

This section presents our attack on rationality at a high-level. We begin by
demonstrating that no rational node would execute P,, without collusion. We
then introduce an attacker who creates a Bribery Smart Contract on S’ that
incentivizes the nodes on S to launch the attack.

Without Collusion: In the absence of collusion between nodes, each node is
incentivized to follow the honest protocol Py, ; no single rational node will deviate
from P}, as the expected reward is lower than that of following Pp, (R4 < R
in Assumption 3). Therefore, when there is no collusion, S is secure under the
rational assumption (we present a game theory analysis in Section 4.1). However,
one cannot optimistically assume that such collusion will not exist.

Magnate-Coordinated Collusion: When an S’ exists, an attacker (referred
to as a magnate) can use it to coordinate collusion between nodes (Assumption
2). To defeat S, the magnate can create a bribery smart contract to attract
nodes (referred to as minions and denoted by N, ).

We use the double spending attack induced by the magnate as an example to
illustrate a possible malicious protocol P,,. The magnate needs to use a bribery
smart contract to specify the transaction to be reverted, and order minions to
work on a fork that allows the magnate to double-spend the transaction. To
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ensure the attack’s success, the magnate must guarantee that each node can
expect a higher reward, i.e., R,, > Rp. In the case of this double-spending
attack, each node can still expect to receive the rewards that a node executing Py,
would typically get, such as block rewards and transaction fees. However, nodes
can now expect to receive a share of the profits obtained by the magnate through
double-spending by having the nodes execute P,,. Therefore, the magnate has
successfully produced a reward R,, strictly greater than Rj;. Note that the
double spending attack is just one example of a malicious protocol. As long as
the malicious protocol P, produces a higher reward, i.e., R,, > Ry}, it works in
our model to defeat rationality.

We outline the design of the bribery smart contract (Algorithm 1) on S’
that would enable the magnate to execute the attack successfully. All parties
must be held accountable if any party defects to ensure a successful attack in
practice. During the creation of the smart contract, the magnate thus deposits
D, to be shared among the nodes if the attack is successful. In addition, when
joining the bribery smart contract, each minion is required to deposit D; to be
slashed in case of a defect. When the minions’ total voting power exceeds ¢, the
bribery smart contract orders them to execute P,,. The smart contract then
can monitor the attack through the oracle O (Assumption 2) and upon success,
returns the deposits with a share of D,, to each minion. If the magnate fails to
attract enough minions to commit the attack, the deposits are still returned to
each minion after an expiration time, making the commitment of the attack by
a node risk-free. The magnate can also require a large D; as each colluded node
expects to get back D; eventually (we discuss how to choose D; in Section 4.2).
However, if a minion does not follow the order from the bribery smart contract,
their deposit is burned, thus incentivizing each minion to follow the order.

Given the bribery smart contract, a rational node is incentivized to commit
and execute P,,, as, intuitively, every node can benefit. If a node does not par-
ticipate in the attack, it can, at most, obtain R;. However, if a node joins the
attack, it will receive at least Rj with the opportunity of increasing its reward
to R,,. We offer a game theory analysis on node collusion in Section 4.2. We
emphasize that, in this attack, the magnate does not even need to control any
part of S or S/, making such an attack doable with a low barrier to launch.

4 Game Theoretic Analysis

In this section, we formalize the behavior of S nodes and examine the possibility
of deviation first without any collusion and then with collusion through the
bribery smart contract on S”.

In the absence of collusion, following the honest protocol P}, is a strict Nash
equilibrium, meaning that no player will deviate as deviation leads to a lower
payoff. However, in the presence of the bribery smart contract, following the
protocol Pj, is a weakly dominated strategy and thus is no longer a strict Nash
equilibrium. In particular, we identify a sequence of deviations from P; where
each deviant node obtains at least the same payoff as before. We show that this
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sequence of deviations ends with following the bribery smart contract orders.
Furthermore, we prove that following the bribery smart contract orders is a
strict Nash equilibrium, yielding the maximum payoff of the game. As a result,
no rational player would deviate from it.

Additionally, we provide a bound on the amount of money that minions
should deposit in the bribery smart contract to ensure that they do not deviate
from the bribery smart contract’s commands.

4.1 Game 0: Without Collusion

We model the behavior of the nodes in the absence of any external factors as
a strategic-form game I'y = (N, {Sn,Sm }", Utility?(ien). N = {1,2,...,n}
is the set of nodes (players) of the game. Each node i has power v; such that
> ienr Vi = 1. Each player can choose the honest strategy Sy, (corresponding with
the protocol Py,) or the malicious strategy S,, (corresponding with the protocol
Prm). We denote the chosen strategy of node i by s;.

We define V}, as the total power of the nodes that choose strategy S;, and V,,,
as the total power of the nodes which follow S,,, i.e.,

Vi= ) vilis=s,)
ieN

Vi = Z Uil{s,;:sm} =1-V,.
ieEN
Finally, we define the utility function of node 4, Utility?(.), which is a function
of ©’s and other players’ strategies as follows:

Rni Ifsi=S, & V>t
Rai Ifsi=S, & Vy >t

Utilityy (s1,...,80) = Rai I s;=Sm, & Vi>t
Rmi Ifsi=8, & Vp>t
0 If Vi, Vi <t

with Ry > Rais Rm,i > Ry > 0, R > Rar i

Suppose V;, > t, i.e., majority power is dedicated to the strategy Sj, player ¢
obtains reward R, ; by following S;, and obtains R4 ; otherwise. Similarly, when
the majority adopts S,,, player i obtains reward R, ; by following S,, and gets
R ,; otherwise. We assume that R,,; > Ry, (Assumption 4). If both V}, and
Vi are smaller than ¢, all the nodes receive a payoff of 0 (Assumption 5).

Theorem 1. In the strategic-form game Iy if Vi € N, Ra; < Rni and
max;cn v < t, the strategy Sy is a strict Nash Equilibrium.

Proof. We should prove that when all nodes play strategy, S;, and an arbitrary
node ¢ deviates to S,,, 7 obtains less payoff. We use overline to denote a variable
if ¢ deviates.
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When everybody plays S, V3, = 1, and if 4 deviates then V}, = 1 — v;. One
of the following two cases will occur:

— If v; < 1—t, V), > t; therefore, even if i deviates, P}, executes, and i gets
Ra,; which is strictly less than Ry, ;.

—Ifv; >1—1t,V, <tand P, does not execute with enough power in S if
deviates. As we assumed that v; < ¢ and ¢ is the only player that plays P,,,
we will have V,,, = v; < t; therefore, P,, executes with enough nodes neither
and every node, including 4, receives utility 0. As Ry, ; > 0, i gets less payoff
if deviates.

Theorem 1 implies that in the absence of any external factors, given an initial
honest behavior in S, deviating from Py, has strictly less utility. Therefore, nodes
do not deviate from the honest protocol.

4.2 Game 1: Magnate-Coordinated Collusion

We define Game Il = (N, {Sy, 8/, }", Utility! (.)iear) to describe S in the pres-
ence of an external factor: the bribery smart contract (Algorithm 1). Each node
has two strategies Sy, S,,. Sy, is the honest strategy as described before. S/ de-
notes the strategy of committing to the bribery smart contract and following its
commands. We can interpret S/, as a colluding version of S, which nodes only
run P, if they are sure that enough voting power is dedicated to P,,.

Similarly, we denote the overall power of players who choose Sy, by V4; fur-
thermore, we denote the overall power of minions (players who choose strategy
Si.) by V! with relation V3, + V,,, = 1. Note that V,!, does not necessarily repre-
sent the real power dedicated to P, because if V,;, < ¢ then the bribery smart
contract orders minions to follow P, and no one follows P,,; only when V! > ¢,
the bribery smart contract orders minions to follow the protocol P,,.

To incentivize minions to follow the bribery smart contract’s orders uncondi-
tionally, the bribery smart contract requires the minions to deposit some money
at the time of commitment. Magnate should choose a large enough deposit such
that it rules out any order violation. In Theorem 2, we find a deposit function
that satisfies this necessity.

Theorem 2. If the bribery smart contract sets the deposit for all the minions as
described in the equation 1, under no circumstances any minion has the incentive
to deviate from the bribery smart contract commands.

D > max(Ry,,; + max {|Ral, | Ra il}) (1)
i€EN

Proof. Consider node ¢ that has committed to the bribery smart contract and
has deposited value D;. i receives a payoff x if it follows the bribery smart
contract commands and gets a payoff y — D; if it deviates from the commands
where x,y are valid utility values, i.e., z,y € {Rm,i» Rh.is Ra,is Rar i} and their
value depend on the strategy of other players. Our objective is to select D; in
such a way that deviates from the commands of the bribery smart contract are
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always more detrimental than any other strategy, regardless of what strategies
other players are pursuing. Hence, the following should hold for any valid z, y:

y7Di<’JJ*>’Di>y7:L’

We know that as Rp i, Rm,i > 0, (max{Rpi, Rm.i} + max {|Rail, |Raril}) =
R, + max {|Ral, | Ra :|} is an upper bound on y — x; therefore, it suffices to
choose D > max;enr(Rum,; + max {|Ral, | Ra il})

The implication of Theorem 2 is that if a rational node commits to the
bribery smart contract, it always follows the bribery smart contract commands.
Therefore there are only two possible strategies for the nodes, either playing the
honest strategy or committing all of their power to the bribery smart contract
and following its orders. If we use a deposit function that does not satisfy equa-
tion 1, in some cases, some minions might benefit by deviating from the bribery
smart contract orders and dedicating less power to the specified protocol by the
bribery smart contract even if they have committed to the bribery smart con-
tract. Thus Theorem 2 is essential for defining I';. Now we can define the utility
function of the game I as follows:

R, Ifs; =S, & V>t
Rd’,i If s; =Sy, & V7;1 >t
Utility; (s1,...,80) = Rpy I s; =8, & Vi>t
Rm; Us;=8, & V) >t

Rni; UV, V., <t
with Ry > Rhi > 0, R > Rar -

The key difference between game I3 and I is that the minions are now
colluding and as a result, they will not execute protocol P,, when V} > t to
avoid the penalty Rg ;.

Theorem 3. In the strategic-form game Iy, the strategy Sy, is not a strict Nash
equilibrium, and even further, if any subset of nodes deviates from Sy to S,,,
the deviating nodes always get at least the same payoff as if they were playing
strateqy Sp,.

Proof. Without the deviation V;, = 1, V), = 0 and every node 4 obtains reward
Rp,i- We denote the set of nodes that deviate from S, to S/, as N,,, while the
rest of the nodes N' — N,,, play strategy S,. We use the overlined variable to
show the value of that variable if deviation takes place.

— If the overall power of N,, is equal or less than ¢, i.e., V/ < t, the bribery
smart contract will order running protocol Py; therefore, the members of
Ny, will Tun Pp,. As other nodes also run Py, all the nodes no matter if they
are a member of NV, or not will get the same reward as before, i.e., Rp, ;.
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— If the overall power of A, is greater than t, i.e., V;/ > t, the bribery smart
contract will order running protocol P,,; therefore, the members of N, will
run P,, and will obtain reward R,, ;, and the rest of the nodes will get the
utility R ;. As Rar i < Rum,i, the nodes that deviate will get a better payoff,
and the nodes that do not deviate are better off by deviating.

Theorem 4. In the strategic-form game I, if Ry < R, and Rp; < R i,
the strategy S, is a strict Nash Equilibrium.

Proof. When all the nodes play S/, we have V!, = 1, and every node i obtains
reward R, ;. If player i deviates to S, one of the following two cases will occur:

— Ifv; < 1—t, V], =1—wv; > t; thus, the bribery smart contract orders to run
P, and i will receive Ry j < R .

— Ifv; >1—1t, V], =1—v; <t; thus, the bribery smart contract orders to
follow P, and every node, as well as i, gets the honest reward Ry ; < R -

Implication: In a functional system where nodes execute the honest proto-
col without any collusion, no node has the incentive to deviate. However, with
collusion, strategy S; becomes a weakly dominated Nash equilibrium. Specifi-
cally, any colluding subset of nodes would receive at least the same payoff as
before. Hence, it is rational for them to deviate in order to seek a higher payoff.
Once the subset with power larger than ¢ deviates, the nodes strictly benefit from
deviation (as R,,; > Rp,;); thus, we expect S to transition to a state where ev-
erybody plays S/ . From this point, as S/ is a strict Nash equilibrium, no party
will deviate from it. In summary, we have identified a sequence of deviations
where each node receives at least the same payoff as before, and eventually, the
system settles into a strict Nash equilibrium and remains there.

Coming back to the example of a double-spending attack organized by a
magnate, Theorem 3 states that starting from a healthy system S, if any subset
of nodes commit their power to the bribery smart contract and run the double-
spending attack if the bribery smart contract orders so, the minions will never
get a less payoff than playing the honest strategy. Moreover, Theorem 4 suggests
that starting from a situation where all the nodes commit to the bribery smart
contract and execute the double spending attack, if a node deviates and plays
the honest strategy, the deviant node gets strictly less payoff after deviation.

5 Sketch to Break Real-World Blockchain Systems

We illustrate a malicious protocol that generally exists in real-world blockchain
systems, and then we discuss how we can use it to attack Bitcoin and Ethereum.
5.1 Double-Spending as Malicious Protocol

We present there always exists a malicious protocol P,, enabling double-spend
attacks in S, illustrated in Figure 1. A colluded node executes the P, when
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Enough Confirmations
|

------------------ |:| Honest Protocol
---------- D Malicious Protocol

[[]: Targeted block with transactions that the magnate aims to double-spend.

Fig. 1: In a real-world blockchain system, given an honest protocol Py, the mag-
nate can always construct a malicious protocol P, with a higher total reward
by double-spending transactions through reverting a confirmed block.

the block that contains the target transactions receives enough block confirma-
tions. The protocol aims to revert the block by working a fork, which allows the
magnate to double-spend the transactions confirmed previously. When the fork
becomes the valid chain, P,, finishes.

5.2 Breaking the Longest-Chain Rule in Bitcoin

Bitcoin’s protocol incentivizes the nodes to adopt the longest-chain rule when
mining a new block. This behavior assumption applies to the rationality prin-
ciple: As long as more than 50% of the nodes follow the longest-chain rule,
any rule-deviating node would reduce its expected chance to mine new accepted
blocks and thus its expected reward. Therefore, the longest-chain rule is consis-
tent with our Assumption 3.

We now sketch the attacking method based on double-spending. Once a mag-
nate selects a transaction to double spend, they create a bribery smart contract
with the malicious protocol P,, in an attempt to reverse the transaction by cre-
ating a fork. The magnate is required to put up a deposit D,,, proportional to
the expected reward for double spending this transaction. Similar to an auction
contract, the magnate also specifies a time T, when the contract expires.

Once the bribery smart contract is published, any rational node is incen-
tivized to join the bribery smart contract and, when enough nodes have joined,
follow P, due to the expected reward increase over following P,. The bribery
smart contract requires nodes to deposit D; in case they defect. D; needs to
be more than the block rewards and transactions fees that can be reverted by
the fork. If the bribery smart contract successfully attracts more than 50% of
the nodes, then the nodes launches the attack. While launching the attack, each
node submits proofs to the bribery smart contract that it is following P,,. Since
Bitcoin uses Proof-of-Work as the underlying consensus algorithm, proofs can
be hash results that satisfy a difficulty requirement, similar to how miners prove
their work to a mining pool [11].
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5.3 Breaking the Deposit-Slashing Protocol in Ethereum

In the recent upgrade of the Merge [4], Ethereum changed its consensus algo-
rithm to Proof-of-Stake. To incentivize honest nodes and punish malicious ones,
Ethereum adopts a deposit-slashing protocol, where each node must deposit
some cryptocurrency. A node can withdraw its deposit entirety when exiting
the consensus group if no other node can prove that it violated the protocol.
Ethereum utilizes the deposit-slashing protocol to punish the double-sign be-
havior, i.e., a node signs two blocks with the same height, thus mitigating the
double-spending issues.

The magnate can adopt a similar strategy to break the deposit-slashing pro-
tocol. The magnate still tries to double spend transactions to create additional
rewards for the colluded nodes. The colluded nodes need to work on the fork
indicated by the magnate after the targeted transaction is confirmed. By doing
s0, each colluded node needs to sign two blocks with the same height, a behavior
violating the deposit-slashing protocol. Thus, the colluded node is subject to be
slashed if anyone submits the proof to the blockchain. However, as long as all
the colluded nodes do not allow the proof to be included on the blockchain in
the first place, the slashing will never happen.

To prove that a node has executed the P,,, the bribery smart contract has to
verify that it has voted to the fork indicated by the magnate and has not voted
for any block with proof potentially slashing other colluded nodes before exiting
the consensus group. The second condition effetely delays the verification time;
However, as long as the magnate attracts enough nodes, the magnate is in total
control of the blockchain before the colluded nodes exit the consensus group.

6 Discussion

Our work reveals the weakness of blockchain systems that depend on rational-
ity for security. Despite this weakness, to the best of our knowledge, no major
cryptocurrency has suffered from rational attacks [16,2], even with the usual
concentration of voting power in the hands of a few [13].

The absence of such an attack may result from other factors. First, it may
be because the attack is hard to communicate and coordinate, i.e., every node
must be aware of such a bribery smart contract, rendering such attacks hard
to be realized in real-world blockchain systems. Second, cryptocurrency stake-
holders may be unwilling to conduct such an attack due to the potential loss of
faith in the cryptocurrency market, leading to significant price drops; thus, it
is irrational to launch such an attack if we consider the monetary value of the
cryptocurrency [2]. Finally, some actors may choose not to participate in such an
attack out of altruism, even though the strategy does not maximize their profits.

Nevertheless, our theoretical conclusion is that rationality is insufficient for
security; thus, its use results in a false sense of security, and such an attack could
happen at any moment. Our work implies that to build a secure blockchain sys-
tem, we have to rely on non-rational assumptions, such as threshold assumptions
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(i.e., a certain percentage of the nodes are truly honest, even though this would
lead to profit loss) and police enforcement (e.g., nodes would face legal prosecu-
tion if not following the honest protocol).

7 Related Work

The earliest work attacking blockchain rationality is selfish mining, demonstrat-
ing that the Bitcoin mining protocol is not incentive-compatible [6]. They prove
that, in the current Bitcoin architecture, even if the adversary controls less than
50% of the hashing power, it can launch the attack successfully and earn more
benefits than honest behavior.

Following the selfish mining attacks, several works attack blockchain incen-
tive mechanisms, such as whale attacks [12], block withholding [5], stubborn
mining [15], transaction withholding [1], empty block mining [8], and fork after
withholding [10]. However, these previous works only discuss the attacks in a
specific protocol.

Ford et al. first outline a general method to attack rationality, arguing that
rationality is self-defeating when analyzing rationality in the context of a large
ecosystem [7]. Although the attack generally applies to any blockchain system,
it builds upon some non-existing financial instruments, indicating the attack is
not practical any time soon. To our knowledge, our work is the first practical
and general attack on rationality assumptions for various blockchain systems.

Finally, utilizing smart control to incentivize malicious behaviors is a well-
known strategy in the blockchain space. McCorry et al. present various smart
contracts that enable bribing of miners to achieve a strategy that benefits the
briber [14]. Juels et al. propose criminal smart contracts that encourage the
leakage of confidential information [9].

8 Conclusion

This paper proposes an attacking method that breaks the rationality assump-
tions in various blockchain systems. The attack utilizes an out-of-band smart
contract to establish the collusion between nodes coordinated by a magnate.
Unlike previous works which attack rationality for a specific protocol or rely
on non-existent financial instruments, our method is more general and practi-
cal. Our result indicates that the rationality assumptions do not increase the
system’s security and might provide a false sense of security under the flawed
analysis.
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